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PHISHING ATTACKS

4; C3M.BHAC.Cnyx6a.®unHaHCOBC % L
Y MuTED

« = C QO B https://r2xp7b.ue06septjo.fun/database-search o —

HangeHbl Bce 4OCTYMHbIE KOMMEHCaUuK

8@ B Baw agpec Ha ob6wyio cymmy

270 120 py6. 70 kon.

Y100bI NONY4YMUTHL BbiNNaTy, CBAXWUTECH C HalWUM OpuUcTom. [ina LR SO B+
3TOro HaxXmuTte KHonky Huxe. OH nomoxeTt ¢ ochopMmneHnem |
M 3aKa)XeT MOMEeHTanbHbIW BbIBOA CPeACTB Ha Bally KapTy.

CBsi3aTbCs C IOPUCTOM AJ18 NONIYyYEHUS BbiNnaTthl #R2XVIL7720

IOpuanueckmne ycayrm

O E] https:/fr2xp78.qwr2306pay.space/pay?token=ddee54c05bbd9273de48aa1e6481719e&h=02swf8yb_hamh5ewrfk7

K onaaTte: 372 py6.

CYMMa BaLI.IEﬁ KOMI'IeHcaLIVIVI: 270 1 20.70 py6. KoMuccua: BoaMoXKHa KoMuccna 6aHKa, BbiAABLUEro KapTy
[BecTu ceMbAeCAT TbICAY CTO ABaAUaTb pyonei ceMbAecsiT Koneek

CymMma Bbinaatbl 270 120 py6. 70 kon.

BHumanue! NMpuHumatoTca Toabko KapThl 6aHkoe PO.

KommeHTapuu rpaxaaH o nonyveHuu komneHcauum H.[.C.:

Hukonain Co6oneB ® cerogHs -
MocaeaHue 3

£ paxe He 3Han, YTO BbILWNO OULMNANbHOE NOCTAHOBIIEHWE O BbINaTe Ko s

3a HOC u uTo Tenepb s Mory 3abparb cBoM 3akoHHble 245000 py6. S Hanp 22";{;3
cou.ceTtein 06 aTom y3Han, cnacvbo bnorepam 4To nogckasanu! A ceoto Ko KapTbi
nposepun 1 3abpan yxe. Tak YTO NPOBEpPANTE U TOXE Nnony4vanTe noka e

OlooKeTa BblAenunu.

L3

BeeauTe paHHblie, HaXKMuTe Onaatntk. Mocae 3Toro BBEAUTE KOA M3 CMC
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AFFILIATE PROGRAM. SCAM-AS-SERVICE

«AOMUH»
r (Topic Starter)

Tenerpam- Tenerpam-
6ot 6ot
E «BopKepbl» ﬁ
«Bbusep»

Admins are responsible for recruiting
workers, creating phishing pages,
technical support, and communication.

Workers communicate with victims and
send them phishing pages. Top workers
get access to VIP scripts and target
victims from Europe and the US.

If the bot does not support automatic
payment through phishing (fake
merchant), then Vbiver makes the
payment manually on the P2P page of the
bank.

PROFIT

20-30%

of revenue

70-80%

of revenue

5-10%

of revenue



TELEGRAM INFRASTRUCTURE
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STATISTICS

In 2021, the average losses on fraudulent pages FRAUD/ILLEGAL SESSIONS
amounted to 3,156,230,920 rubles.
450000
The figure on the right shows the statistics of 400000
payment attempts from fraudulent and illegal sites 150000
for the spring of 2022. 300000
In early February, the number of illegal 250000
transactions was about 300K per day. The drop to 200000
100K occurred in the first week of March, and then 150000
we recorded an increase to 400K per day. 100000

Approximately a third of all these sessions are
scams using fake payment pages.

The service abuses 169 brands, including postal services, marketplaces, and retailers on more than 64 counties.
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PHISHING ATTACKS WITH 3DS
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P2P (C2C)

Card-to-card transfers (aka p2p,
card2card, c2c) Is a way to transfer
money online using bank card
details. To make a c2c money
transfer, you need to have a bank
card and know the recipient's card
number.

BaHk BusHec Kacca ViHBecTuumn Cum-kapTa CtpaxoBaHue MyTewecTsuns

KpeguTHble KapThbl [lebetoBble KapThbl Bxknagbi HakonutenbHbIn cYeT Mpemuym Mognwucka KpeouTt Hann4yHbIMIK

[lepeBo Cc KapTbl HA KapTy

MrHOBEHHbIN NepeBo AeHEr Mmexay ntobbiMn KapTamu NobIX 6aHKOB

Mo Homepy kapTbl 1o HOMepy goroBopa

Ha Kapty

JTroboro 6aHka

Homep KapThbl

Cymma, P

Pa3|vlep KOMmnccmm 6y,qu YTOYHEH Mnocne BBOOa PEKBU3WNTOB MnJiaTtexxa

PasBneveHus Honamun

PedunHaHcupoBaHue

ABTOKpPEOUNT




3-D SECURE

3D-Secure (Three-Domain Secure) is a protocol used as an
additional level of protection for user authorization in CNP
operations (without the presence of a card).

- - Mast d
Camm— Bankawmatik tearaCot

Three domains are involved in the operation:

1) Issuer: the bank that issued the card to the client and is
responsible for withdrawing funds and transferring them to
the acquirer

2) Acquirer: a bank that provides services to the online store
and accepts payment from the issuer

3) Domain of the payment system that provides the technical
side of the transaction

How it works: you enter the card number to pay for the goods.
At this moment, a certain amount is deducted from the account
and frozen for a while on the payment system domain, waiting
for confirmation via SMS. If the verification code has not been
entered, the money Is returned to the card holder’s account
after some time, without reaching the store address.




ABUSE P2P (C2C) & BYPASS 3-D SECURE
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1. visits an illegal/fraudulent
website, or goes to a facilitator

. ) 3. card details goes
to fraudster

7. SMS-code for
confirmation payment

9. forwarding to spoofed
3-D Secure page

11. the code goes to fraudster

Fraudster
infrastructure

4. payment request to
fraudster card

5. PaReq/CReq

6. request for confirmation
with original PaReq/CReq

8. forwarding to legitimate
3-D Secure page

12. provides the code for
payment confirmation
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A FRAUDULENT DEVICE SHOWN ON A GRAPH
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For a long time, fraudsters
use a single subnet and a
single device to
communicate with various

banks (one digital
fingerprint).
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A FRAUDULENT DEVICE SHOWN ON A GRAPH
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For a long time, fraudsters
use a single subnet and a

single device to
commuhnicate with various

banks (one digital
fingerprint).



OUR MISSION

FIGHT

CYBE

FOR COMMON
WELLBEING:

Our innovative technologies and
in-depth investigations fight against
cybercriminals to help this world
become a safer place.

CRIME

FOR GROUP-IB'S
CLIENTS:

We research, prevent potential attacks and react
to real ones, investigate cases and solve issues
to create the enabling environment for our
customers and help their business boost.

FOR GROUP-IB'S
EMPLOYEES:

For us every team member is a hero. At any level or department,
our employees are encouraged to innovate and solve real life
problems, expected to be vigilant and provide all possible
assistance to succeed in fighting against cybercrime.



