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>1000 70 000 1000+

darknet forums phishing sources analyzed leaks
and messenger groups blocked in 2021 of databases published
monitored by our experts on darknet forums
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12 m illion 100+

data sources analyzed daily brands already protected
with us




What is business emaillcompromise

LJ A form ofphishing attack where a criminal
attempts to trick a senior executive

(orabudget holder)into transferring

funds orrevealing sensitive inform ation




Why BEC is a big problem

é
30 000+ $43B

phishing dom ains totallosses from BEC scam s

detected by BLZONE since 2016*
since the beginning 02022

500+

companies are potential
victims (we have attributed
500+ registered phishing
dom ains to specific
organizations)



BEC vs phishing

P Personal Business Developer Help sign Up

The New PayPal O e
a p p I S h e re ACCEDER A L'ESPACE DEDIE

bout the new features > r DE VOTRE CAISSE REGIONALE

Trouver une caisse régionale
Scan the code or enter your number to get the app.

Send Link

By clicking Send Link you agree to receive a text
message with alink to the PayPal app. Message

and data rates may apply. %} ‘ @ ”

It's nice to see you,
Alisha

» ©

$137.42 $151.68 $ ZZ.QS

ou

Cholsir une caisse régionale =l

VALIDER

Transfer

send Again

Need to connect PayPal with your online store? Sign up for a Business account —>

We'll use cookies to improve and customize your experience if you continue to browse. Is it OK
if we also use cookies to show you personalized ads? Learn more and manage your cookies i Important. Votre portail change vos habitudes
de navigation aussi.

Nous vous recommandens de prendre connaissance des nouveautés
au travers de cette présentation s'adressant tout particuliérement a
nos utilisateurs en situation de handicap visuel.

s fonctionnalit



BEC vs phishing

MpepnoxeHue ot
Komy:

Ysaxaembli [okynarens!
Mpocum Bac paccMoTpeThb koMMepUeckoe NMpeafioXeHe Ha NnocTaBky

Mbi 6yaem pafibl BUAETb Cpeay HalumMx napTHepoB Baluy komnaHmio.
O6CcyaMM LieHb! U BbIroAHbIE YCIOBMS NocTaBku!

Vpakaemblit

Ju1araeM npHobpecTy < " ! IlpestocTasseM ycuyru 0OBEMBI B HATTHYHH.

Ilena ¢ yuerom HIC
TPy KIHK

Haunmenosanue ‘




BEC type 1

Q

Company Our products Investors Sustainability International projects Press center Career

Main > Products

Att.: Buyers of the ' » Group Products

Please, be aware that recently fraud cases with sales of products allegedly made by the . Group which are offered by persons illegally using
the name of our company and its entities have become frequent in the trade markets.

We recommend to you to show caution and care if you receive offers on delivery of the « Group products on behalf of unknown companies
without preliminary check of their structure and solvency.

If you have become a victim of a fraud disguised as sales of the ++ Group products, or you have received dubious offers on sales of the
Group products please don't hesitate to call us at +7 (820) & = & or e-mail help@w wsmm s«

For more detailed information please go to our website at Contacts

©En | Ru

Contacts




BEC type 1

maeHas « Mpoaykums

OcTopoxHo, OCTOpPOXKHO, MOLLEHHNKMN!
MOLLEHHUKK!
YBAXAEMbIE NAPTHEPbBI, BYAbTE BHUMATEJIbHbI!

3asnBKa Ha NpoayKumio .
Ha PbIHKe AEUCTBYHOT MOLLUEHHUKWU.

KoHTaKTbl Ans Bam moryT npucnate NUCLMO, 3MEKTPOHHOE COOBLLEHME, MO3BOHWUTL U NPEANOXUTL NPUobpecTu

I'IOKyI'IaTeJ'Ie|7| O4YeHb BbIrOAHbIX YCIIOBUAX.

PesusuTsl GO0 T 3MOYMBILLNEHHNKMA NONL3YIOTCA MMEHaMM MeHeKepoB, vpMeHHbIMK BnaHkamm 000 T[, , BeayT

neperoBopbl, MPUCLINAT cYeTa Ha onnary, NPOEeKTbl OrOBOPOB, ApYrie AOKYMEHTbI OT nvua Toprosoro foma
. OHM co3gatoT BeG-caThl, ABNSAOLWMECS NOYTU TOYHON konuen cata AO s

pasMeLLaloT UX Ha LOMEHHBIX MMEHaXx, NMOX0XMX Ha ouLmManbHble, B COOEPXaHUN canTa U3MEHSIIOT TONbKO

HeKoTopble KOHTaKTHbIe AaHHbIe: TenedoHbl U e-mail agpeca, 3aMeHsia UX Ha noanoXHble. MoLEeHHVKM o4eHb

ybeauTenbHbl, OHY Nerko BeayT NeperoBopkl, obeLanT NpeMmyLLecTBa U CKUAKM, NOCTaBKy nocne

MonoxeHve 06 onnarbl cHeTa, HO HAKAKON NOCTaBKW MOCME Onnathbl HUKOTAA He MPOUCXOQMNT.

AHTUKOPPYNLMOHHOMN

nonnTtuke YTO HEOBXOAUMO 3HATb U KAK JEACTBOBATb:

ToproBo-c6biToBan
NoOJINTUKa

1.000 T[4 Bxoaut B AO W ABNAETCA €AUHCTBEHHbBIM KPYMHOONTOBLIM
MOCTaBLLMKOM NpoayKLUMK, Mpou3BoaMMoln npeanpusatuamy Komnanuu, Ha Tepputopun Poccuiickoi ®enepauum u
ctpaH CHI

lopsAyas NMHWA Mo
NPOTUBOAENCTBIIO
Koppynumu

2.000T0 nmeet MHH s tas




BEC type 2

A threat actorsends a generic
partnership request to info@...

Receives an answer from the company’s
employee

Sends a phishing link to steal

the password to the employee’s em ail
(disguised as a link to download

an agreement/specification)

Spies on the employee’s correspondence
in the anticipation ofinvoices

When one ofthe parties sends an invoice,
the threat actor forwards the em ail
thread to a similaremailaddress Al

Then forwards the emailthread from Al
to the victim from a phishing domain D1

Submits a fake invoice with the threat

actor’sown banking details

@0




BEC type 2

Number ofregistered fake domains

08.2021 09.2021 10.2021 11.2021 12.2021 01.2022 02.2022 03.2022 04.2022 05.2022 06.2022 07.2022 08.2022 09.2022



BEC type 2

= airbuus[.Jcom

= airbuxs[.]Jcom

" walmart-claim [.Jcom

" safewayswalmart[.Jcom
= safewalmart[.Jcom

= aif--usa[.]Jcom

= aif-usal.]Jnet

ciissco[.Jcom
mccdonaldz[.]com
cnmcdonald[.]Jcom
mitsubshi-turbo[.Jcom
mitsubishcorp[.]xyz

bmw-my[.Jcom



Bl.ZONE

4 Olkhovskaya St.,Bld.2
Moscow 105066, Russia
+7 499 110-25-34
info@bi.zone
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