
Dm it ry Kiryu sh k in  
He a d  o f Bra n d  P ro t e c t io n  

W h y b u s in e ss   
e m a il c o m p ro m ise   
is  a  b ig  p ro b le m  

d k@b i.zo n e   

mailto:dk@bi.zone


2 

Ab o u t  BI.ZONE 

>1 0 0 0  70  0 0 0  1 0 0 0 + 
a n a lyze d  le a ks   
o f d a t a b a se s  p u b lish e d   
o n  d a rkn e t  fo ru m s  

p h ish in g  so u rc e s   
b lo c ke d  in  20 21 

d a rkn e t  fo ru m s  
a n d  m e sse n g e r g ro u p s  
m o n it o re d  b y o u r e xp e rt s  

12 m illio n  10 0 + 
b ra n d s  a lre a d y p ro t e c t e d  
w it h  u s  

d a t a  so u rc e s  a n a lyze d  d a ily 



W h a t  is  b u s in e ss  e m a il c o m p ro m ise  
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A fo rm  o f p h ish in g  a t t a c k  w h e re  a  c rim in a l 
a t t e m p t s  t o  t ric k  a  se n io r e xe c u t ive   
(o r a  b u d g e t  h o ld e r) in t o  t ra n s fe rrin g  
fu n d s  o r re ve a lin g  se n s it ive  in fo rm a t io n  



30  0 0 0 + $4 3B 50 0 + 
c o m p a n ie s  a re  p o t e n t ia l 
vic t im s  (w e  h a ve  a t t rib u t e d  
50 0 + re g is t e re d  p h ish in g  
d o m a in s  t o  sp e c ific  
o rg a n iza t io n s ) 

t o t a l lo sse s  fro m  BEC sc a m s  
s in c e  20 16* 

p h ish in g  d o m a in s   
d e t e c t e d  b y BI.ZONE  
s in c e  t h e  b e g in n in g  o f 20 22 

W h y BEC is  a  b ig  p ro b le m  

4  * h t t p s ://w w w .ic3.g o v/Me d ia /Y20 22/P SA220 50 4  



BEC vs  p h ish in g  
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BEC vs  p h ish in g  
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BEC t yp e  1 
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BEC t yp e  1 
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BEC t yp e  2 
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 A t h re a t  a c t o r se n d s  a  g e n e ric  
p a rt n e rsh ip  re q u e s t  t o  in fo @... 

 Re c e ive s  a n  a n sw e r fro m  t h e  c o m p a n y’s  
e m p lo ye e  

 Se n d s  a  p h ish in g  lin k  t o  s t e a l  
t h e  p a ssw o rd  t o  t h e  e m p lo ye e ’s  e m a il 
(d isg u ise d  a s  a  lin k  t o  d o w n lo a d   
a n  a g re e m e n t /sp e c ific a t io n ) 

 Sp ie s  o n  t h e  e m p lo ye e ’s  c o rre sp o n d e n c e   
in  t h e  a n t ic ip a t io n  o f in vo ic e s  

 W h e n  o n e  o f t h e  p a rt ie s  se n d s  a n  in vo ic e , 
t h e  t h re a t  a c t o r fo rw a rd s  t h e  e m a il 
t h re a d  t o  a  s im ila r e m a il a d d re ss  A1 

 

 Th e n  fo rw a rd s  t h e  e m a il t h re a d  fro m  A1  
t o  t h e  vic t im  fro m  a  p h ish in g  d o m a in  D1 

 Su b m it s  a  fa ke  in vo ic e  w it h  t h e  t h re a t  
a c t o r’s  o w n  b a n kin g  d e t a ils  



BEC t yp e  2 
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Nu m b e r o f re g is t e re d  fa ke  d o m a in s  



BEC t yp e  2 
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 c iis sc o [.]c o m  

 m c c d o n a ld z[.]c o m  

 c n m c d o n a ld [.]c o m  

 m it su b sh i-t u rb o [.]c o m  

 m it su b ish c o rp [.]xyz 

 b m w -m y[.]c o m  

 a irb u u s[.]c o m  

 a irb u xs[.]c o m  

 w a lm a rt -c la im [.]c o m  

 sa fe w a ysw a lm a rt [.]c o m  

 sa fe w a lm a rt [.]c o m  

 a if--u sa [.]c o m  

 a if-u sa [.]n e t  



4  Olkh o vska ya  St ., Bld . 2 
Mo sc o w  10 50 66 , Ru ss ia  
+7 4 99  110 -25-34  
in fo @b i.zo n e  
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