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DNS Abuse

According to DNS Abuse Framework [ 1], “DNS Abuse is composed of five broad categories
of harmfulactivity insofar as they intersect with the DNS™

%] m

Malware ; Botnets
Spam
»
—
Phishing *
Pharming

[[] https://dnsabuseframework.org/ media/ files/ 2020-05-29 DNSAbuseFramework.pdf



DNS Abuse

Ma lware Malicious domains / malicious

URLs (resources where the

is malicious software, malicious software is hosted)

installed on a device without 273,033,368 unique malicious URLs
the user’s consent, which were blocked in Q22022
disrupts the device’s

operations, gathers sensitive 6 Drive-by attacks (web-exploits)

information, and/ or gains
access to private computer

Almost disappeared now

systems [1].

EI DNS as a covert channel (DNS
URL Reputation, IDS, WEB-AV, *@ Tunneling)
Snort/Suricata DNS backdoors (dnscat2)

[ https//www.internetjurisdiction.net/uploads/pdfs/Papers/Domains-Jurisdiction-Program-Operational-Approaches.pdf
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Service




Malicious Domains

Takedown
Service

Challenge

Cybercriminals create malicious and phishing domains which
are used to attack companies and brands. The inability to
quickly mitigate these threats, once identified, can lead to
the loss of revenue, brand damage, loss of customer trust,
data leaks, and more.

But managing takedowns of these domains is a complex
process that requires expertise and time.

Solution

Our many years of experience in analyzing malicious and
phishing domains mean we know how to collect allthe
necessary evidence to prove that they are malicious. We'll
take care of a takedown management and enable swift

action to minimize digitalrisks.



Malicious Domains

Takedown
Service

How it works

Our clients can submit their requests via our corporate
customer support portal. We willprepare allthe necessary
documentation and willsend the request for takedown to the
relevant local/ regionalauthority (CERT, registrar,etc.) that has
the necessary legalrights to shut down the domain. They will
receive notifications at every step of the way untilthe
requested resource is successfully taken down



DNS Tunneling



DNS Tunneling
— Intermediate
° (external)
DNS resolver

Local DNS Resolver

—

<4+

Mt.badguy.com

. HBurWz
A 7Hh0H56a\FD
JwLSndSDlecGYA ) DNS request

DNS tunnel client

DNS tunnelserver
badguy.com



Backdoor.Win32.Denis

‘ Wireshark - Follow UDP Strearn (udp.stream eq 5) - 1a4d38e281103fea2adcchfab93f74d2 - m} x
M 154458281103 ea2adccbfab93f74d2.e452643a2454eedf35d24d854611403d peap — O |oooooooe o4 2c 51 00 00 01 00 22 B8 92 02 BB 20 41 41 ~
File Edit ¥iew Go Capture Analyze Statistics Telephony Wireless Tools Help presiile Ll il 481 28l <AL oAl agl cal - aFl Gfl <81 ogl aul afl A8l
@eaeea28 41 41 41 41 41 41 41 41 41 41 48 4e 4c 81 Ta
A m 7 ® REB Res=F &= @ & K 90802838 74 65 72 69 61 76 61 83 63 6f 6d 00 00 Ba 89
@8 o0 60 00 00 G0 @0 P ©O PO B0 60 6O BE 68
(] udp stresm eq 5 B -] Bresy 58 00 00 0B 00 00 00 00 G0 @0 00 60 99 00 80 00
\Wireless controls are not supported in this version of Wireshark. 802.11Pry |BODOEEGE ©0 00 00 00 00 0D 0D GO 0O 00 00 0P 06D BD 00
78 @8 68 BB 00 00 00 B BE ©E BB 60 BE BB B8 B8
Mo, Time Source Destina Protoc Lengl Info PEBBGASE °8 BB B0 00 B2 00 99 BB 0P BB B8 99 BB 88 08
— 12 1.3133.. l1e.14.. . DNS 322 Standard query @x@42c NULL AAAARAAANANNAANAAAAAASANPAARAHNL . Z.teriava.com cEPRAA0E @0 BB 00 0O 0D 00 DO B B8O 0P BR BB 0B BR 80
14 1.5391.. B.8.8.. . DNS 165 Standard query response @x@42c NULL AARAARAAAAARMAARAARAAAAAARAARHNL.Z.teriava.com 00000A0 00 0D 00 0O 0D 00 0O BB B0 0O DO B0 0O BO B0
- 15 1.5436.. 18.14.. DNS 322 Standard guery @x@42c NULL ktCrkgQAAAAAAAEARAAAAAAARAAANHOP , ARAAADWAAAABAAAAR JWLEBNd BB0E0BEG 00 00 00 0O 00 0D DO 0O 0O 0O G2 B2 BB 0B 60
+— 16 1.7455.. 8.8.8.. . DNS 226 Standard query response 8x842c NULL ktCrkgQAAAAAAAEAAAAAAAAAAAAAAHOP.AAMAADWARAAGAA] BODBEGCE @0 0B 60 00 00 0O 0D 66 OC 60 00 00 oo Bb 80
19 3.2475.. 10.14.. . DNS 322 Standard query @x@42c NULL ktCrkgAAAAARAAAAMAAAAAAAAAAAAHKE.z.teriava.com 08000808 @0 00 00 00 00 00 00 OO0 OO0 90 00 90 00 @9 80 80 ........ ........
20 3.4389.. B.8.8. . DNS 138 Standard query response 8x842c NULL ktCrkgAAAAAAAAAAAAAAAARAAAAARHFE. 2 . teriava.com | |2@0080EG @0 66 00 00 00 00 00 60 @0 00 0 @2 00 60 80 09 ........ ........
23 4.9480.. 1@.14.. . DNS 322 Standard query @x@42c NULL ktCrkgAAfAARAARAARAARMANPAANATE- .z teriava. com riiiilid G2 6D G BY 0 62 122 (B3 G0 22 (2D G2 B2 G150 B8 ccoaccen cocazaac
24 5.1387.. 8.8.8.. . DNS 138 Standard query response @x@42c NULL KtCrkgAAAAAARAARAARAAARAARAANTF-.z.teriava.com g000a106.,00 ankoen 100/ 00k 661008 \0ake0 90 94100106 08 80 L elekisk)
@Geaealle @0 60 00 00 00 @0 09 B0
46 6.6488.. 18.14.. . DNS 322 Standard guery @x@42c NULL ktCrkgAASAAAAAAARAAARAAARAAANTE] , 7. teriava. com 000@EEP8 B4 2c 81 50 B0 @1 G0 B1 ©0 02 0P BB 20 41 41 41 .,...... ... AAA
47 6.8415.. B8.8.8.. . DN5 138 Standard query response @x@42c NULL ktCrkgAAAAAAAAARAARAAAAAAAAARTET.Z.teriava.com P0000016 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAAA
48 §.3487.. 10.14.. DNS. 322 Standard query @x842c NULL kiCrkgAARAARAARAAAAARMARPAAAATTH. z. teriava. com 0000820 41 41 41 41 41 41 41 41 41 41 A8 4e 4c @1 Fa 87 AAAAAMAL AAHNL.z.
49 3.5393.. 8.35.8.. . DNS 138 Standard query response @x@42c NULL ktCrkgAAAAARAAARAARAARAARAAAATTH. . teriava. com 20888308 74 65 72 69 61 76 61 83 63 6T 6d 68 80 @23 B0
56 19.849.. 10.14.. . DNS 322 Standard query @x@42c NULL ktCrkgAAfAARAARAARAARMANNAANATVF . Z. teriava. com @@EE88428 C@ Bc 9@ @a @2 @1 92 B2 00 @@ e 2T @@ 6@ ee
57 19.240.. 8.8.8.. 10.1. DNS 138 Standard query response @x@42c NULL ktCrkgAAARAAAAARAARAAAAAAAMAAATIVE.Z.teriava.com ©2000050 00 G0 00 00 @0 @0 60 D OO ©0 62 @0 Bb 00 00
61 11.749.. 18.14.. B.8... DNS 322 Standard query @xB42c NULL ktCrkgAAAAARAAARAAAAAAAARAAAAIWD.Z.teriava.com e@eesece le @2 @2 @2 13 @2 @8 @8 78 9c 63 6l 6B 6@ 98
62 11.942.. 5.8.8.. 10.L. DNS 138 Standard query response @x842c NULL ktCrkgAAAAAAMAARAARAAAMAAMAARTWQ.Z.teriava.com 9??:99;2 25101;5@;“;;50?3&;9@39 ;‘; 6356326;“29 cb 72 45 B
5 .14, B.8.. EAALAARAAMAAN AN LA AN BN LA SE- i B e .
o 12.0e. BA 100 N 138 Standand query responce GXBIAC ML KifrKEMAMAAMAANARAANMKKD. . reriava.con | | 20009128 72 6 67 51 41 41 41 41 4141 41 45 41 41 41 41 TkEOAMA AMAEIAMA
: T T T - B8BE8138 41 41 41 41 41 41 41 41 41 41 48 6T 58 3e 41 41 AAAARAAA AAHOP>AA
78 15.15@.. 1@.14.. 8.8... DNS 322 standard query @x842c NULL ktCrkgAALAARAARAAAALAMANRAARAKLT . z. teriava. com P0BBA14E 41 41 41 44 77 41 41 41 41 38 41 41 41 41 65 4a AAADwAAA ABAAALe]
7015 244 R 28 1A 1 ONC 128 < dard Auarr oV L L+ olan AMAAAAAAAAANANANAANANAYTF = Fanizus cam BBEER1SE 77 Ac 38 Ge 64 33 44 64 49 4e 53 47 50 41 41 6a wlBnd3Dd INCGYAL]
> Frame 15: 322 bytes on wire (2576 bits), 322 bytes captured (2576 bits) 8008168 37 48 68 3@ 48 35 36 61 6c 46 44 48 42 75 72 57 7Hh@H56a 1FDHBurk
> Ethernet II, Src: IntelCor_e4:ce:d4d (@0:87:e9:e4:ce:d4d), Dst: e2:4e:ce:3@:b5:ec (e2:4e:ce:3@:b5:ec) 20000178 7a 4d 74 62 77 4a 38 78 32 76 52 77 18 6d 46 35 zMtbwl8x 2vRw.mFS
> Internet Protocol Version 4, Src: 18.14.8.2, Dst: 8.3.8.8 82888188 69 S5a 47 4e 6b 5a 47 42 6b 59 47 4b 41 41 77 44 iZGNkZGE kYGKAAWD
> User Datagram Protocol, Src Port: 49579 (49579), Dst Port: 53 (53) B80BBLI8 57 49 67 38 65 @1 7a 87 74 65 72 69 61 76 61 @3 WIghe.z. teriava.
eaeRe1A8 63 6T 6d @0 00 Ga @0 @1 €0 00 00 G0 69 B0 B8 00 COM..... ........
@ 3@ bS ec 88 @7 e0 e4 ce 4d @8 @@ 45 @@ BRGAAGT R o6 AR AR G0 (R GO G0 BR  GR GR GR GR GR G0 GR GO &
o bg @2 8@ 80 11 1le =2 @a Be @@ B2 03 @8 18 cliene plefs), 18 server phefs), 35 emfs)
e ab @@ 35 81 280 17 99 @4 2c @1 90 00 @1
8 ®0 80 BB 28 6b 74 43 72 6b 67 51 41 41 Entire cor Show data as |Hex Dump ¥ Stream
@ 41 41 45 41 41 41 41 41 41 41 41 41 41 ) -
@ 41 48 6F 50 3 41 41 41 41 41 44 77 41 v | [CFind et
@7 || Packets: 97 - Displayed: 35 (37.1%) * Load tme: 0:0.17 || Profie Hide this stream Print Save as... Close Help




Response from C&C

FFFFFFFF ; enum CHDS, mappedto_6%
FFFFFFFF CHD_API_RUH =1
FFFFFFFF CHD_FREE_LIB =2
FFFFFFFF CHD_PROC_START 3
FFFFFFFF CHD_READ_FILE b
FFFFFFFF CHD_SHELL_RES 5
g =Y 36 BO-68 BF B8 FFFFFFFF CHD_HOHNE =6
6@ @@ e oe-ee ee ee-aa FFFFFFFF CHD_UWRITE =7
BE @@ ee ee-1e@ ee ee-13 g GO N B Sl |FFFFFFFF CHMD_EHUM_UWINDOWS = BAh
6@ 60 D8 B3-57 74 17 83-14 18-9B @: i U | FFFFFFFF =
FFFFFFFF CHD_REG = BCh
FFFFFFFF CHD_FIHD = BFh
. : FFFFFFFF CHD3_HOVE = 18h
u2é6 = (1nt *)Src; . FFFFFFFF CHD_DELETE = 11h
if ( (unsigned __ int8)set config{Src) ) FFFFFFFF CHD DRUS INF = 12h
u1gwgrgagigiigﬂin::%gipﬂddrESE}' e EMD:EHEHTE'DIH _ oo
={ DWORD *)a? = &: EEEEEEEE CHD_REMOVE = 14h
goto clean;

case CHD REG:
v13d = collectPCInfo{&lpAddress});
#{ DWORD =*)a2 = 3;
goto clean;




Command accomplished 12

~kgQAAAAAAAEALAALAALAAAANAAHOP > ARAAADWAAAARAAAAe JwL 8nd3DdINcGYAA] 7HhOH56a 1 FDHBurWzMtbwl 8x2vRw . mF517GNkZGBKYGKAAWDWIgRe==

& BASE 64 decoding

ROGER-PC




Response from c&C

*  DNS request’s length

* alert udp any any -> any 53 (msg:"Large DNS Query, possible cover channel";
content:" |01 00 00 01 00 00 00 00 00 0QO0|"; depth:10; offset:2; dsize:>40;
$1d:192830182903; rev:1l;)

i alert udp SHOME NET any -> any 53 (msg:“Long dns sub-level
domains";content:" |01 00 00 01 00 00 00 00 00 00|"™; depth:10; offset:2;
pcre:"/[\x30-\xFF]{1}[\dA-Za-z\/+=]{48,} (?:[\x02-
\xFF]\S{2,})+\x00/";s1d:3843858;)

»  Typical view of the DNS requests
* alert udp SHOME NET any -> any 53 (msg:"“Not many numbers"; content:" |01 00 00
01 00 00 00 00 00 00|"™; depth:10; offset:2; pcre:"/\x00[\x30-\xFF] {1} (?:\S+[*\-
\d1\d) {5,} (?2: [\x02-\xFF]\S{2,})+\x00/"; s1id:3858858;)

13



Real World Example

Dnscat 2[1]

14

Introduction

Welcome to dnscat2, a DNS tunnel that WON'T make you sick and kill you!

This tool is designed to create an encrypted command-and-control (C&C) channel over the DNS protocol, which is an
effective tunnel out of almost every network.

This README file should contain everything you need ta get up and running! If you're interested in digging deeper
into the protocol, how the code is structured, future plans, or other esoteric stuff, check out the doc/ folder.

[ https://github.com/iagox86/dnscat2
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DNS Abuse

Botnets

are collections of Internet-
connected computers that
have been infected with
malware and commanded to
perform activities under the
controlof a remote
administrator [1].

[1] https//niccs.cisa.gov/ cybersecurity-career-resources/ glossary# B

Malicious domains / malicious
URLs (command and control

servers and other auxiliary
resources)

118active botnet families are monitored
by our botfarm system (more than 229k
bots)

@ DDoS-attacks (at DNS servers)

Sometimes they happen even suddenly

EI Spoof.dns attacks
*® (Not a classic DNS spoofing

attack,but sort of)

15



DNS DDoS Story (fun fact)

. severalyears ago a huge number of requests to non-existed domains 2-nd and 3-d levels were
registered;it created enormous load at DNS-severs RUzone;

. there was a new version of well-known spam-bot Lethic behind that attack;

. we researched that version of trojan and discovered that the trojan, while was working in a multi-
thread mode, created a lot of DNS-requests to non-existed subdomains;

. that trojan tried to hide the original CnC-communication that way;
. despite this story is interesting because it led to events that the developer, probably, had not

expected, DDoS-attacks on DNS servers are not something new or highly-sophisticated, we are
faced with such attacks on DNS-servers of our clients a lot of times.

16



The Botfarm project

* Bot tracking system
« Bot communication emulation

* Bot commands logging

e It canbeusedto:

to extract malicious domams from samples;
to predict newly registered malicious domains;

17



The Botfarm project
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Summarize



DNS Abuse

« Attacks on DNS
 Attacks, performed by using DNS

« Attacks on DNS clients

20



Attacks on DNS and mitigation measures

 Attacks on DNS infrastructure (not DNS -specific):

. To scale DNS infrastructure

. To use a specialanti-DDoS solution or service, like Kaspersky DDoS Prevention

« DNS request flood

. To scale DNS infrastructure
* Fine tuning of service

* Touseaspecialanti-DDoS solution or service, like Kaspersky DDoS Prevention

« NSXDOMAIN flood (a subset of DNS request flood attack)

* Mitigation measures are the same as for DNS request flood attack

Kaspersky
DDoS
Prevention

21



Attacks,performed by using DNS, and mitigation measures 22

« DNS amplification DDoS:

. To tune your DNS-server correctly (if it is vulnerable to this attack, most likely it

Kaspersk
does not tune correctly) spersky

AntiTargeted
Attack Platform

« DNS tunneling

* Tousethe complex of measures and settings and a specialproduct or service, like,
for example, Kaspersky AntiTargeted Attack Platform



Attacks on DNS clients

* DNS cache poisoning:

. To set TTL as lower as possible (our Kaspersky DDOS Prevention Service team
recommends to our clients to set TLL=300).

. To use DNSSEC protocol (it was especially developed to prevent this attack).

23



Thank you!

Q&A session

Alexey Shulmin Malware Expert Alexey.Shulmin@Kaspersky.com

kaspersky
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