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What  DNS Abuse  cons is t s  of 
 
Malwares  abused DNS 
 
Takedown service  
 
DNS Tunneling 
 
Bot net s  abused DNS 
 
The  Bot farm Project  
 
Three  main groups  of at t acks  on DNS 
 
Q&A Sess ion 
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Malware  

 
Botnets  

 
Phishing   

Pharming  

DNS Abuse 

 
[1] ht t ps :/ / dnsabuseframework.org/ media/ files / 20 20-05-29_DNSAbuseFramework.pdf 

According t o DNS Abuse  Framework [1], “DNS Abuse  is  composed of five  broad cat egories  
of harmful act ivit y insofar as  t hey int ersect  wit h t he  DNS”: 

 
Spam 
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Malware  
is  malicious  soft ware , 
ins t alled on a device  wit hout  
t he  user’s  consent , which 
dis rupt s  t he  device’s  
operat ions , gat hers  sens it ive  
informat ion, and/ or gains  
access  t o privat e  comput er 
sys t ems [1].  

DNS as  a covert  channel (DNS 
Tunneling) 

 

 
Malicious  domains  /  malic ious  
URLs (resources  where  t he  
malicious  soft ware  is  hos t ed) 

 

 
Drive-by at t acks  (web-exploit s ) 

 

DNS Abuse  

273,033 ,368 unique malic ious  URLs  
were  blocked in Q2 20 22 

Almost  disappeared now 

DNS backdoors  (dnscat 2) 

 
[1] ht t ps :/ / www.int ernet jurisdict ion.net / uploads / pdfs / Papers / Domains-J urisdict ion-Program-Operat ional-Approaches .pdf 

URL Reput at ion, IDS, WEB-AV, 
Snort / Suricat a 
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Takedown  
Service  
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Takedown 
Service  

 
Challenge  
Cybercriminals  creat e  malic ious  and phishing domains  which 
are  used t o at t ack companies  and brands . The inabilit y t o 
quickly mit igat e  t hese  t hreat s , once  ident ified, can lead t o 
t he  loss  of revenue, brand damage, loss  of cus t omer t rus t , 
dat a leaks , and more .  

 
But  managing t akedowns of t hese  domains  is  a complex 
process  t hat  requires  expert ise  and t ime. 

 
Solution  
Our many years  of experience  in analyzing malic ious  and 
phishing domains  mean we know how t o collect  all t he  
necessary evidence  t o prove  t hat  t hey are  malic ious . We'll 
t ake  care  of a t akedown management  and enable  swift  
act ion t o minimize  digit al risks. 

Malicious  Domains  
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Takedown 
Service  

 
How it works  
Our c lient s  can submit  t he ir reques t s  via our corporat e  
cus t omer support  port al. We will prepare  all t he  necessary 
document at ion and will send t he  reques t  for t akedown t o t he  
re levant  local/ regional aut horit y (CERT, regis t rar, e t c .) t hat  has  
t he  necessary legal right s  t o shut  down t he  domain. They will 
rece ive  not ificat ions  at  every s t ep of t he  way unt il t he  
reques t ed resource  is  successfully t aken down  
 

Malicious  Domains  



DNS Tunneling  



9 DNS Tunneling 

DNS t unnel c lient  

Local DNS Resolver 

Int ermediat e   
(ext ernal) 
 DNS resolver 

DNS t unnel server 
badguy.com 



10 Backdoor.Win32.Denis  



11 Response  from C&C 



12 Command accomplished 

BASE 64 decoding 

Zlib unpacking 



13 Response  from c&C 

• DNS request’s length  
• alert udp any any -> any 53 (msg:"Large DNS Query, possible cover channel"; 

content:"|01 00 00 01 00 00 00 00 00 00|"; depth:10; offset:2; dsize:>40; 
sid:192830182903; rev:1;) 

• alert udp $HOME_NET any -> any 53 (msg:“Long dns sub-level 
domains";content:"|01 00 00 01 00 00 00 00 00 00|"; depth:10; offset:2; 
pcre:"/[\x30-\xFF]{1}[\dA-Za-z\/+=]{48,}(?:[\x02-
\xFF]\S{2,})+\x00/";sid:3843858;) 

 
• Typical view of the DNS requests  

• alert udp $HOME_NET any -> any 53 (msg:“Not many numbers"; content:"|01 00 00 
01 00 00 00 00 00 00|"; depth:10; offset:2; pcre:"/\x00[\x30-\xFF]{1}(?:\S+[^\-
\d]\d){5,}(?:[\x02-\xFF]\S{2,})+\x00/"; sid:3858858;)  
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Dnscat 2[1] 

Real World Example  

 
[1] ht t ps :/ / git hub.com/ iagox86/ dnscat 2 
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Bot net s  
are  collect ions  of Int ernet -
connect ed comput ers  t hat  
have  been infect ed wit h 
malware  and commanded t o 
perform act ivit ies  under t he  
cont rol of a remot e  
adminis t rat or [1]. 

 
Spoof.dns  at t acks   
(Not  a c lass ic  DNS spoofing 
at t ack, but  sort  of) 

 
Malicious  domains  /  malic ious  
URLs (command and control 
servers and ot her auxiliary 
resources) 

 

 
DDoS-at t acks  (at  DNS servers) 

 

DNS Abuse  

118 act ive  bot net  families  are  monit ored 
by our bot farm sys t em (more  t han 229k 
bot s ) 

Somet imes  t hey happen even suddenly 

 
[1] ht t ps :/ / niccs .c isa.gov/ cybersecurit y-career-resources / glossary# B 



16 DNS DDoS St ory (fun fact ) 

• several years  ago a huge number of reques t s  t o non-exis t ed domains  2-nd and 3-d levels  were  
regis t ered; it  creat ed enormous  load at  DNS-severs  RU zone; 
 

• t here  was  a new vers ion of well-known spam-bot  Let hic  behind t hat  at t ack; 
 

• we researched t hat  vers ion of t rojan and discovered t hat  t he  t rojan, while  was  working in a mult i-
t hread mode, creat ed a lot  of DNS-reques t s  t o non-exis t ed subdomains ;  
 

• t hat  t rojan t ried t o hide  t he  original CnC-communicat ion t hat  way; 
 

• despit e  t his  s t ory is  int eres t ing because  it  led t o event s  t hat  t he  developer, probably, had not  
expect ed, DDoS-at t acks  on DNS servers  are  not  somet hing new or highly-sophis t icat ed, we are  
faced wit h such at t acks  on DNS-servers  of our c lient s  a lot  of t imes . 
 
 



17 The  Bot farm project  

• Bot  t racking sys t em 

• Bot  communicat ion emulat ion 

• Bot  commands  logging 

• It  can be  used t o: 
t o ext ract  malicious  domains  from samples ; 
t o predict  newly regis t ered malicious  domains ; 



18 The  Bot farm project  



Summarize  



20 DNS Abuse  

• Attacks on DNS  
 

• Attacks, performed by using DNS  
 

• Attacks on DNS clients  



21 At t acks  on DNS and mit igat ion measures  

• Attacks on DNS infrastructure (not DNS -specific):  
• To scale  DNS infras t ruct ure  
• To use  a special ant i-DDoS solut ion or service , like  Kaspersky DDoS Prevent ion 
 

• DNS request flood  
• To scale  DNS infras t ruct ure  
• Fine  t uning of service  
• To use  a special ant i-DDoS solut ion or service , like  Kaspersky DDoS Prevent ion 
 

• NSXDOMAIN flood (a subset of  DNS request flood attack)  
• Mit igat ion measures  are  t he  same as  for DNS reques t  flood at t ack 

 
 

Kaspersky 
DDoS 

Prevent ion 



22 At t acks , performed by us ing DNS, and mit igat ion measures  

• DNS amplification DDoS:  
• To t une  your DNS-server correct ly (if  it  is  vulnerable  t o t his  at t ack, most  like ly it   
does  not  t une  correct ly) 
 

• DNS tunneling  
• To use  t he  complex of measures  and se t t ings  and a special product  or service , like ,  

for example , Kaspersky Ant i Target ed At t ack Plat form 

Kaspersky 
Ant i Targe t ed 

At t ack Plat form 



23 At t acks  on DNS client s  

• DNS cache poisoning:  
• To se t  TTL as  lower as  poss ible  (our Kaspersky DDOS Prevent ion Service  t eam 
recommends  t o our c lient s  t o se t  TLL=30 0 ). 
• To use  DNSSEC prot ocol (it  was  especially developed t o prevent  t his  at t ack). 

 



Thank you!  
Q&A sess ion  

Alexey Shulmin  Malware Expert  Alexey.Shulmin@Kaspersky.com  
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